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Abstract

The aim of this study is to apply mathematics methods into the
encryption and decryption for communication such as text
message, email and so on. Furthermore, this includes how to
write scripts with algorithm by Python programming of each
method of the encryption and decryption. The result indicates
that the encryption and decryption are essential for electronic
communication especially business areas for protecting the data
and information from hacking or hackers. In this article, We
will study Three types of encryption and decryption such as
Caesar cipher, Affine cipher and RSA cipher are examined in
this study.
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sull 8: NMUNenATin(0u329) RSA cipher

Script 29JN1UIE1 (AT N2OALTN

#!/usr/bin/python
# Caesar Cipher
#import os
#import pyperclip
# the string to be encrypted / decrypted
#message = 'This is my secret message phailin. —=+'
message = 'GUVF VF ZL FRPERG ZRFFNTR CUNVYVA. =+
#message = 'CUNVYVA CUBFVCBAT'
#the encryption / decryption key
key=13
# tells the program to encryption or decrypt
mode = 'decrypt' # set to 'encrypt' or 'decrypt’'
# every possible symbol that can be encrypted
Letters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
# STORE THE ENCRYPTED / DECRYPTED FORM OF THE MESSAGE
translated ="
# capitalize = message.upper()
message = message.upper()
#run the encryption / decryption code on each symbol in the message string
for symbol in message:
if symbol in Letters:
num = Letters.find(symbol)
if mode == 'encrypt":
num = num + key
elif mode == 'decrypt":
num = num - key
if num >= len(Letters):
num = num - len(Letters)
elifnum<0:
num = num + len(Letters)
translated = translated + Letters[num]

else:

translated = translated + symbol

print (translated)

#pyperclip.copy(translated)
# Affine Cipher
import sys,cryptomath, random
SYMBOLS = """ 1"#$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]
~ “abedefghijklmnopgrstuvwxyz{|}~""" # note the space at the front
def main():

#myMessage = "hellow this is my secret message"
myMessage="""r%&&;jCz
1A'zA'z]Qz'%VvP%
z]%"h3%"""
myKey = 5371
myMode = 'decrypt' # set to 'encrypt' or 'decrypt’
if myMode == 'encrypt":
translated = encryptMessage(myKey, myMessage)
elif myMode == 'decrypt":
translated = decryptMessage(myKey, myMessage)
print('Key: %s' % (myKey))
print(%sed text:' % (myMode.title()))
print(translated)
print('Full %sed text copied to clipboard.' % (myMode))
def getKeyParts(key):
keyA = key // 1len(SYMBOLS)
keyB = key % len(SYMBOLS)
return (keyA, keyB)
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def checkKeys(keyA, keyB, mode):
if keyA == 1 and mode == 'encrypt"
sys.exit('The affine cipher becomes incredibly weak when key A isset to 1. Choose a different key.")
if keyB == 0 and mode == 'encrypt"
sys.exit("The affine cipher becomes incredibly weak when key B isset to 0. Choose a different key.")
if keyA <0 or keyB < 0 or keyB > len(SYMBOLS)-1:
sys.exit("Key A must be greater than 0 and Key B must be between 0 and %s." % (len(SYMBOLS) - 1))
if cryptomath.gcd(keyA,len(SYMBOLS)) != 1:
sys.exit('key A (%s) and the symbol set size (%s) are not relatively prime. Choouse a different key.'% (keyA,len(SYMBOLS)))
def encryptMessage(key, message):
keyA keyB = getKeyParts(key)
checkKeys(keyA, keyB,'encrypt')
ciphertext ="
for symbol in message:
if symbol in SYMBOLS:
symIndex = SYMBOLS.find(symbol)
ciphertext += SYMBOLS[(symIndex*keyA+keyB)%len(SYMBOLS)]
else:
ciphertext += symbol
return ciphertext
def decryptMessage(key,message):
keyA keyB = getKeyParts(key)
checkKeys(keyA, keyB,'decrypt’)
plaintext ="
modInverseOfKeyA = cryptomath.findModInverse(keyA,len(SYMBOLS))
for symbol in message:
if symbol in SYMBOLS:
symIndex = SYMBOLS.find(symbol)
plaintext += SYMBOLS[(symIndex - keyB)*modInverseOfKeyA %len(SYMBOLS)]
else:
plaintext += symbol
return plaintext
def getRandomKey():
while True:
keyA = random.randint(2,len(SYMBOLS))
keyB = random.randint(2,len(SYMBOLS))
if cryptomath.gcd(keyA keyB,len(SYMBOLS)) == 1:
return keyA * len(SYMBOLS) + keyB
if _name ==' main_ "
main()

#RSA Cypher
import sys
#Important: The block size must be less than or equal to the key size!
#NoteL The block zie is in bytes, the key size is in bitsD There
#are 8 bits in 1 byte.
DEFAULT BLOCK._SIZE = 128 #128 byte
BYTE_SIZE = 256 # One btye has 256 different values.
def main():
filename = 'encrypted_file.txt'
#mode = 'encrypt' #set to 'encrypt ' or 'decrypt’'
mode = 'decrypt'
if mode == 'encrypt"
# message ="""Journalists belong in the gutter because that is
# where the ruling classes throw their guilty secrets." -Gerald Priestland "The
# Founding Fathers gave the free press the protection it must have to bare the
# secrets of government and inform the people." -Hugo Black™
message = "I was employed part time to develop software for Thipayal Insurance Company and I developed a website
application for Phoenix Company. I entered the competition to select the delegate for the Cyber SEA games final in October 2015 and I came third
and I have also completed the Training Course on Incident Handling run by NRI Secure Technologies which is a leading provider of information
security solutions in Japan"
pubKeyFilename = 'al_sweigart_pubkey.txt'
print('Encrypting and writing to %s...' % (filename))
encryptedText = encryptAndWriteToFile(filename, pubKeyFilename, message)
print('Enucrypted text:")
print(encryptedText)
elif mode == 'decrypt":
privKeyFilename = 'al_sweigart_privkey.txt'
print('Reading from %s and decrypting...' % (filename))
decryptedText = readFromFileAndDecrypt(filename, privKeyFilename)
print('Decrypted text:')
print(decryptedText)
def getBlocksFromText(message, blockSize=DEFAULT BLOCK_SIZE):
messageBytes = message.encode('ascii')
blockInts =[]
for blockStart in range(0, len(messageBytes), blockSize):
blockInt = 0
for i in range(blockStart, min(blockStart + blockSize,len(messageBytes))):
blockInt += ord(messageBytes[i]) * (BYTE_SIZE ** (i % blockSize))
blockInts.append(blockInt)
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return blockInts
def getTextFromBlocks(blockInts, messageLength,blockSize=DEFAULT BLOCK SIZE):
message = []
for blockInt in blocklInts:
blockMessage = []
for i in range(blockSize - 1, -1, -1):
if len(message) + i < messageLength:
asciiNumber = blockInt // (BYTE_SIZE ** i)
blockInt = blockInt % (BYTE_SIZE ** 1)
blockMessage.insert(0, chr(asciiNumber))
message.extend(blockMessage)
return ".join(message)
def encryptMessage(message, key, blockSize=DEFAULT BLOCK_SIZE):
encryptedBlocks = []
n, e = key
for block in getBlocksFromText(message, blockSize):
encryptedBlocks.append(pow(block, e, n))
return encryptedBlocks
def decryptMessage(encryptedBlocks, messageLength, key,blockSize=DEFAULT_BLOCK_SIZE):
decryptedBlocks =[]
n, d =key
for block in encryptedBlocks:
decryptedBlocks.append(pow(block, d, n))
return getTextFromBlocks(decryptedBlocks, messageLength, blockSize)
def readKeyFile(keyFilename):
fo = open(keyFilename)
content = fo.read()
fo.close()
keySize, n, EorD = content.split(',")
return (int(keySize), int(n), int(EorD))
def encryptAndWriteToFile(messageFilename, keyFilename, message,blockSize=DEFAULT BLOCK_SIZE):
keySize, n, e = readKeyFile(keyFilename)
if keySize < blockSize * 8:
sys.exit('ERROR: Block size is %s bits and key size is %s bits.The RSA cipher requires the block size to be equal to or less
than the key size. Either increase the block size or use different keys.' % (blockSize * 8 keySize))
encryptedBlocks = encryptMessage(message, (1, €), blockSize)
for i in range(len(encryptedBlocks)):
encryptedBlocks[i] = str(encryptedBlocks[i])
encryptedContent = ",' join(encryptedBlocks)
encryptedContent = '%s_%s_%s' % (len(message), blockSize,encryptedContent)
fo = open(messageFilename, 'w')
fo.write(encryptedContent)
fo.close()
return encryptedContent
def readFromFileAndDecrypt(messageFilename, keyFilename):
keySize, n, d = readKeyFile(keyFilename)
fo = open(messageFilename)
content = fo.read()
messageLength, blockSize, encryptedMessage = content.split(' ")
messageLength = int(messageLength)
blockSize = int(blockSize)
if keySize < blockSize * 8:
sys.exit('ERROR: Block size is %s bits and key size is %s bits.The RSA cipher requires the block size to be equal to or less
than the key size. Did you specify the correct key file and encrypted file?' % (blockSize *8, keySize))
encryptedBlocks =[]
for block in encryptedMessage.split(','):
encryptedBlocks.append(int(block))

return decryptMessage(encryptedBlocks, messageLength, (n, d),blockSize)

if _name ==' main_ "

main()

28



