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ຍຈ຺຃ຈັວງ ໄ 
ກາຌ຦ກຶ຦າ ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌຂໃ າລ຦າຌ, ມ຅ີຈຸຎະ຦ຄ຺ 

ຽຑ ໃ ຨຌ າເຆ ໄຽຉກັຌກິຉໃ າຄໂເຌ຋າຄ຃ະຌຈິ຦າຈເຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄ

ມູຌຂຨຄກາຌ຦ ໃ ຦າຌ ເຌຩູຍ຾ຍຍຉໃ າຄໂ ຾຤ະ ຽຑ ໃ ຨຂຼຌ script ຈ ໄລງຑາ຦າ 
Python ຽຂ຺ ໄາກຍັ algorithm ຂຨຄ຾ຉໃ ຤ະລ຋ິເີຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ
ຂ ໄມູຌຂໃ າລ຦າຌ. ຏ຺ຌຂຨຄກາຌ຦ກຶ຦າຽວຌັລໃ າ ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄ

ມູຌຂໃ າລ຦າຌ ຾ມໃ ຌມ຃ີລາມ຅ າຽຎັຌວົາງຉ ໃ ກາຌ຦ ໃ ຦າຌ຋າຄຈ ໄາຌຽ຃ ຨຂໃ າງຨຽີ຤ກັ
຿຋ຣຌກິ ຿ຈງ຦ະຽຑາະ຾ມໃ ຌ ຋າຄຈ ໄາຌ຋ຸ຤ະກຈິ. ຽຑ ໃ ຨຽຎັຌກາຌຎໄຨຄກຌັ ຍ ໃ ເວ ໄ
ຂ ໄມູຌຩ຺ໃ ລແວົ ວົ   ຊ ກ຤ັກ຤ຨຍ຅າກກຸໃ ມ຃ຌ຺຋ີໃ ຍ ໃ ວລັຄຈີ (Hacker).  ເຌຍ຺ຈ
຃ລາມຌີ ໄ ຅ະແຈ ໄ຦ກຶ຦າກາຌຽຂ຺ ໄ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌຂໃ າລ຦າຌຆຶໃ ຄຎະກຨຍ
ມ ີ3 ຎະຽຑຈ຃ : ລ຋ິີຂຨຄ Caesar cipher, Affine cipher ຾຤ະ RSA 

cipher. 
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Abstract 

The aim of this study is to apply mathematics methods into the 

encryption and decryption for communication such as text 

message, email and so on. Furthermore, this includes how to 

write scripts with algorithm by Python programming of each 

method of the encryption and decryption. The result indicates 

that the encryption and decryption are essential for electronic 

communication especially business areas for protecting the data 

and information from hacking or hackers. In this article, We 

will study Three types of encryption and decryption such as 

Caesar cipher, Affine cipher and RSA cipher are examined in 

this study. 
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1.  ຑາກ຦ະຽໜ ີ

ກາຌຽຂ຺ ໄາ຤ະວຈັ Cryptology ໝາງຽຊິຄ ກາຌຌ າ
ເຆ ໄຽຉກັຌກິ ວົ   ລ຋ິີ຋າຄ຃ະຌຈິ຦າຈຽຂ຺ ໄາມາຎໃ ຼຌຂ ໄມູຌເວ ໄ
ກາງຽຎັຌ຤ະວຈັ ຈ ໄລງກຈ຺຤ຍັ ວົ   ວົກັຽກຌເຈໜຶໃ ຄ (຿ຈງ
຋຺ໃ ລແຎ຾຤ໄລຽຨີ ໄຌລໃ າ: Key) ຽຑ ໃ ຨຽຩຈັເວ ໄຂ ໄມູຌຽຎັຌ຃ລາມ
຤ຍັ (຦຦ີະຽລຄ຦ຍັ, 2015). ຌຨກຌັ ໄຌມຌັງຄັຽຎັຌກາຌ຦ກຶ
຦າກໃ ຼລກຍັ Cryptography ຾຤ະ Cryptanalysis, ຆຶໃ ຄ
ລໃ າ Cryptography ຽຎັຌກາຌ຦ກຶ຦າຽຊິຄຂະຍລຌກາຌ
຦ ໃ ຦າຌ຋ີໃ ມີ຃ລາມຎຨຈແຑ ຿ຈງຏໃ າຌກາຌເຆໄຄາຌກຸຌ຾຅  
(Key) ຽຑ ໃ ຨຽຂ຺ ໄາ຤ະວຈັ ຾຤ະ Cryptanalysis ຽຎັຌກາຌ
຦ຶກ຦າຽຊິຄຂະຍລຌກາຌຂຨຄກາຌຊຨຈ຤ະວັຈຂ ໄມູຌ 
(Crack) ຋ີໃ ຏໃ າຌຂະຍລຌກາຌ Cryptology (຦ີ຦ະຽລຄ
຦ຍັ, 2015). ເຌຨາຈຈີ Cryptology ແຈ ໄຩຍັ຃ລາມ຦ຌ຺ເ຅
ຽຎັຌຑຽິ຦ຈ, ຿ຈງ຦ະ ຽຑາະເຌຆໃ ລຄ຦ຄ຺຃າມ ຽມ ໃ ຨ຾ຉໃ ຤ະ
ຎະຽ຋ຈ຅ າຽຎັຌຉ ໄຨຄເຆ ໄ຤ະວັຈ຤ັຍ ຽຑ ໃ ຨ຦ ໃ ຦າຌກຍັກຨຄ
຋ະວາຌຂຨຄຉ຺ຌ.  ເຌຂະຌະຈຼລກັຌຌັ ໄຌ, ກ ໃ ຉ ໄຨຄ
ຑະງາງາມ ຊຨຈ຤ະວຈັ຦ ໃ  ຦າຌຂຨຄຐໃ າງ຦ຈັຉູເວ ໄແຈ ໄ ຽຑ ໃ ຨ
ຆຨກ ຩູ ໄ  ຃ ລ າມ຤ັຍ຋ າ ຄ ຋ ະວ າຌຂຨ ຄ ຐໃ າ ງ຦ັຈ ຉູ 
(Bunchman, 1997). 

Applications ຋ີໃ ຽ຃ີງເຆ ໄເຌ຦຺ຄ຃າມ ກ ໃ ງ ັຄມີ
ກາຌຌ າມາເຆ ໄຢູໃ ເຌຎະ຅ຍຸັຌ, ຾ຉໃ ກາຌເຆ ໄຄາຌ Crypt-

ography ເຌ຦ຄັ຃຺ມງຸກເໝໃ ຌີ ໄກ າ຤ຄັຽຎັຌ຋ີໃ ຌງິມ຺ເຌ຋຺ໃ ລ
຿຤ກຂຨຄ຦ ໃ ຦ັຄ຃຺ມຨຨຌ຤າງ (Internet), ກາຌ Shift   

Data ເຌຽ຃ ຨຂໃ າງ ກ າ຤ຄັຽຑີໃ ມ຃ລາມຌງິມ຺ຢໃ າຄລຨໃ ຄແລ ຅ຌ຺
ກາງມາຽຎັຌຑ ໄຌຊາຌຂຨຄກາຌ຦຺ໃ ຄຂ ໄມູຌເຌຽ຃ ຨຂໃ າງຌັ ໄຌ ມີ
຿ຨກາຈຊ ກຈກັ຅ຍັຂ ໄມູຌແຈ ໄ຦ະຽໝ ີ(Bunchman, 1997). 

຤ະວຈັຏໃ າຌ, ໝາງຽ຤ກຍຈັ ຽ຃ົຈຈິ, ຂ ໄມູຌ຦ໃ ລຌຉລ຺ ຾຤ະ 
ຨ ໃ ຌໂ. ຋ຄັໝຈ຺຦າມາຈຊ ກ຤ກັ຤ຨຍຽຨາ຺ຂ ໄມູຌແຎແຈ ໄ, ຊໄາລໃ າ
ກາຌ຦ ໃ ຦າຌຌັ ໄຌເຆ ໄຩູຍ຾ຍຍ Protocol ຋ີໃ ຍ ໃ ມີກາຌຽຂ຺ ໄາ
຤ະວຈັ. Protocol ຋ີໃ ມກີາຌຽຂ຺ ໄາ຤ະວຈັ ແຈ ໄຆໃ ລງເວ ໄ ກາຌ
ຉຈິຉ ໃ ຑລ຺ຑຌັກຌັເຌ຋າຄ຋ຸ຤ະກຈິ຿ຈງຌ າເຆ ໄຨຌິຽຉຽີຌຈັຌັ ໄຌ 
ມີ຃ລາມຽຎັຌ຦ໃ ລຌຉ຺ລວົາງຂຶ ໄຌ ຾຤ະ ຊໄາລໃ າຎາ຦ະ຅າກ 
Secure Socket Layer (SSL) ຾຤ໄລ, ໝາງຽ຤ກ
ຍຈັຽ຃ົຈຈິ ຾຤ະ Transection ຋ຸ຤ະກຈິຨ ໃ ຌໂ ຨາຈກາງ 

ຽຎັຌ຦ິໃ ຄ຋ີໃ ຍ ໃ ຦ະຈລກ຋ີໃ ຅ະມກີາຌຩຍັ຦຺ໃ ຄກຌັ ວົ   ຍ ໃ ມ຃ີລາມ
ຎຨຈແຑເຌ຿຤ກຂຨຄ຦ັຄ຃຺ມຨຨຌ຤າງ (Bunchman, 

1997). 

ຂ ໄມູຌ຦ໃ ລຌຉລ຺຋ຄັໝຈ຺ຂຨຄຏູ ໄເຆ ໄ ຽຎັຌ຃ລາມ຤ຍັ຅ະ
ແຈ ໄຩັຍກາຌຎ຺ກຎໄຨຄຈ ໄລງ Algorithms ເຌກາຌຽຂ຺ ໄາ
຤ະວຈັ (ຍາຄ຃ັ ໄຄກ ໃ ຨາຈ຅ະຍ ໃ ຎຨຈແຑຑ ) (Coutin -ho , 

1999). ເຌຎັຈ຅ຍຸຌັ, ຤ະຍຍ຺ກາຌຽຂ຺ ໄາ຤ະວຈັ຋ີໃ ແຈ ໄຩຍັກາຌ
ຑ຦ູິຈ ຾຤ະ ງຨມຩຍັ຾຤ໄລລໃ າຎຨຈແຑ຾ຌໃ  ຌຨຌຌັ ໄຌ ຾ມໃ ຌ
ງຄັຂ ໄຨຌຂໄາຄວໃ າຄແກວົາງ຅າກ຃ລາມຽຎັຌ຅ຄິ ລໃ າ຅ະຌ າມາ
ເຆ ໄເຌ຋າຄຎະຉຍິຈັແຈ ໄ ວົ   ຍ ໃ  (Coutinho, 1999). ຃ລາມ
຋ໄາ຋າງເຌກາຌຊຨຈ຤ະວຈັຂ ໄມູຌກ ໃ ຽຎັຌ຦ິໃ ຄ຋ີໃ ໜ ໄາ຃຺ ໄຌວາ 
຦ າ຤ຍັ Hacker ມ ເໝໃ , ຾ຉໃ ງິໃ ຄແຎກລໃ າຌັ ໄຌ ຂ ໄມູຌຨຌັມ຃ີໃ າ
ເຌ຋າຄ຋ຸ຤ະກຈິ ຋ີໃ ຊ ກຽຂ຺ ໄາ຤ະວຈັແລ ໄ ກ ໃ ງ ິໃ ຄຽຎັຌ຦ິໃ ຄ຋ີໃ ໜ ໄາ
຦຺ຌເ຅ວົ າງຂຶ ໄຌແຎຨີກ຦ າ຤ັຍ  Hacker ມ ຨາຆີຍ 
(Erickson, 2017). ເຌກ ຤ະຌຌີີ ໄ ກາຌຎໄຨຄກຌັຈ ໄລງກາຌ
ຽຂ຺ ໄາ຤ະວຈັ຋ີໃ ຎຨຈແຑ ຾຤ະ ໜາ຾ໜໄຌຑ  ຅ ຶໃ ຄຽຎັຌວຌ຺຋າຄ
ຈຼລ຋ີໃ ຦າມາຈ຤ີກ຤ ໄຼຄ຅າກກາຌ຤ັກ຤ຨຍຂ ໄມູຌ. ເຌ
຋ າຌຨຄຈຼລກຌັ ຤ະຍ຺ຍກລຈ຦ຨຍກາຌຍຸກ຤ຸກຈັໃ ຄກໃ າລ 
ມກັ຅ະມ຤ີາ຃າ຾ຑຄ, ຤ະຍຍ຺ກາຌ຦ ໃ ຦າຌຏໃ າຌ຋າຄ຦ຄັ຃ມ຺
ຨຨຌ຤າງ ຋ີໃ ມີກາຌຽຂ຺ ໄາ຤ະວຈັ ຾຤ະ ເວ ໄ຃ລາມຎຨຈແຑ
຾ກໃ ຏູ ໄເຆ ໄຌ ັ ໄຌ ກ ໃ ຨາຈຽຩຈັແຈ ໄງາກຂຶ ໄຌ ຽຑ ໃ ຨ຅ະກລຈ຦ຨຍວາ
ຑຈຶຉກິ າ ວົ   ກາຌຽຩຈັລຼກຂຨຄ Hacker ຋ີໃ ຽຂ຺ ໄາມາເຌຆໃ ຨຄ
຋າຄກາຌຽຂ຺ ໄາ຤ະວຈັ (Erickson, 2017). ຈັໃ ຄຌ ັ ໄຌ, ເຌ຋າຄ
ຎະຉຍິຈັ຤ະຍຍ຺ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ ຿ຈງຌ າ
ເຆ ໄຽຉກັຌກິ ວົ   ລ຋ິກີາຌ຋າຄ຃ະຌຈິ ຦າຈຽຂ຺ ໄາມາຎໃ ຼຌຂ ໄມູຌ
ເວ ໄກາງ ຽຎັຌ຤ະວັຈຌັ ໄຌ ແຈ ໄຩັຍກາຌຑິ຦ູຈ ເຌ຋າຄ
຃ະຌຈິ຦າຈ຾຤ໄລລໃ າ Practically Secure (ຎຨຈແຑ ຾຤ະ 

ຑຼຄຑ ຋ີໃ ຅ະເຆ ໄເຌ຋າຄຎະຉຍິຈັ)(Rosen.k.h., 2012) ຆຶໃ ຄ
ໝາງຽຊິຄ ຤ະຍ຺ຍກາຌຽຂ຺ ໄາ຤ະວັຈມີ຃ລາມຎຨຈແຑຑ 
຦ມ຺຃ລຌ ຾຤ະ ຽຩຈັລຼກແຈໄຍ ໃ ຆ ໄາຽກຌີແຎ, ເຆ ໄຽລ຤າເຌກາຌ
ຎະ ມລຌຏຌ຺ຍ ໃ ວົາງ ຾຤ະ ມ຃ີລາມ຦ະຊຼຌ຦ູຄ ເຌກາຌ
ຩຍັ຦຺ໃ ຄຂ ໄມູຌຎ຺ກກະຉ.ິ ເຌຨາຈຈີຏໃ າຌມາ ຽ຃ງີມຍີາຄ຤ະຍຍ຺
ກາຌຽຂ຺ ໄາ຤ະວຈັ຋ີໃ ຍ ໃ ຎຨຈແຑຆຶໃ ຄຨາຈມ຦ີາຽວຈມາ຅າກກາຌ 
Implement ຍ ໃ ຈຑີ , ຂະໜາຈຂຨຄກຸຌ຾຅ ວົ    key ຦ັ ໄຌ
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ຽກຌີແຎ ວົ   ຽກຈີມຆີໃ ຨຄລໃ າຄ ເຌຂະຍລຌກາຌຽຂ຺ ໄາ຤ະວຈັຽຨຄ
຿ຈງກຄ຺ (Sweigart.A., 2013). 

ຉ ໃ ກຍັ຃ລາມ຦ າ຃ຌັຂຨຄຍຌັວາຈັໃ ຄກໃ າລ ຅ ຶໃ ຄມ຃ີລາມ
຦ຌ຺ເ຅ຢາກຌ າເຆ ໄຽຉກັຌກິ ວົ   ລ຋ິກີາຌ຋າຄ຃ະຌຈິ຦າຈ ເຌ
ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວັຈຂ ໄມູຌ, ຽຑ ໃ ຨ຦ກຶ຦າກາຌຽຂ຺ ໄາ 
຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌຈ ໄລງລ຋ິຂີຨຄ Caesar cipher, 

Affine cipher ຾຤ະ RSA cipher ຾຤ະ ຽຑ ໃ ຨຂຼຌ 
script ຈ ໄລງຑາ຦າ Python ຽຂ຺ ໄາກຍັ algorithm ຂຨຄ຾ຉໃ
຤ະລ຋ິເີຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ. 

1. ຨຸຎະກຨຌ ຾຤ະ ລ຋ິກີາຌ 
ກາຌ຃຺ ໄຌ຃ລ ໄາເຌ຃ັ ໄຄຌີ ໄ, ຋ີມຄາຌຂຨຄຑລກຂໄາຑະຽ຅ ຺ ໄາ

ແຈ ໄຌ າເຆ ໄລ຋ິກີາຌ຋າຄ຃ະຌຈິ຦າຈ ຿ຈງ຦ະຽຑາະ຾ມໃ ຌ຋ຈິ
຦ະຈີ຅ າຌລຌ (ຌິງາມ ຾຤ະ ວົ ັກຽກຌ ກາຌວາຌຂາຈ, 
ຨຸຎະ຃ູຌ຤ລມເວງໃ ຦ຸຈ (greatest common divisor: 

gcd), ຋ະລີ຃ູຌ຤ລມຌ ໄຨງ຦ຸຈ (least common 

multiple: lcm), ຅ າຌລຌມູຌ, ຃ຨຌກຣູຽຨຌ຦ ໌຾຤ະ ຉລ຺
ຎີໄຌຂຨຄ຃ຨຌກຣູຽຨຌ຦)໌ ມາຆໃ ລງເຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ
຤ະວຈັຂ ໄມູຌ (ຆຄ຺ລແິ຤, 2014) ຆຶໃ ຄແຈ ໄຈ າຽຌຌີຉາມຂັ ໄຌຉຨຌ
ຈັໃ ຄຌີ ໄ: 
2.1 ຩູຍ຾ຍຍກາຌ຦ກຶ຦າ 

຦ ໄາຄ Lab ຅ າ຤ຨຄຂຨຄກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ
ຂ ໄມູຌຉລ຺຅ຄິເຌ຤ະຍຍ຺຃ຨມຑລິຽຉ,ີ ຌ າເຆ ໄ຋ຈິ຦ະຈ຅ີ າຌລຌ 
ຆຶໃ ຄມຍີຈ຺ຍາຈ຦ າ຃ຌັຉ ໃ ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະ ວຈັຂ ໄມູຌ 
(ຑະຌະ຤າ຦ີ, 2008), ຽຂ຺ ໄາ຤ະວຈັຂ ໄມູຌ (ຎໃ ຼຌຂ ໄມູຌເວ ໄ
ຽຎັຌຉລ຺ຽ຤ກ, ຽ຤ ໃ ຨຌຉ າ຾ໜໃ ຄຉລ຺ຨກັ ຦ຨຌ຾ຉໃ ຤ະຉລ຺ ຿ຈງ
ມກີາຌກ າຌຈ຺ຉ າ຾ໜໃ ຄ຋ີໃ ຽຎັຌຉລ຺ຽ຤ກເວ ໄກຍັຉລ຺ຨກັ຦ຨຌ
຾ຉໃ ຤ະຉ຺ລ) ຾຤ະ ຊຨຈ຤ະວັຈ (ຽ຤ ໃ ຨຌຉ າ຾ໜໃ ຄຉ຺ລ
ຨກັ຦ຨຌ຾ຉໃ ຤ະຉລ຺ ກຍັ຃ ຌ, ຎໃ ຼຌຉ຺ລຽ຤ກເວ ໄຽຎັຌຉ຺ລ
ຨກັ຦ຨຌ). 
2.2 Algorithms ຂຨຄກາຌຽຂ຺ ໄາ຤ະວຈັ 
1.) Caesar cipher 

Caesar cipher ຽຎັຌກາຌຽຂ຺ ໄາ຤ະວຈັ຾ຍຍ Secret 

Key ວົ   Symmetric key Cryptography ຃ຈິ຃຺ ໄຌ ຿ຈງ 
Julius Caesar ຽຑ ໃ ຨ຦ ໃ ຦າຌກຍັ຋ະວາຌເຌກຨຄ຋ຍັ ຾຤ະ 
ຎໄຨຄກຌັຍ ໃ ເວ ໄຂ ໄມູຌຂໃ າລ຦າຌຩ຺ໃ ລແວົຽຊຄິ຦ຈັຉູ. 

ວົກັກາຌຂຨຄ Caesar cipher ຃ ຅ະ Shift ວົ   
ຽ຤ ໃ ຨຌຉລ຺ຨກັ຦ຨຌແຎ 3 ຉ າ຾ໜໃ ຄ຅າກຉ າ຾ໜໃ ຄຽຈມີ  

ຩູຍ຋ ີ1: ຩູຍກາຌຽ຤ ໃ ຨຌ຤ະວຈັຂຨຄ Caesar cipher 

 
ຈັໃ ຄຌ ັ ໄຌ, ຉລ຺ຨກັ຦ຨຌຎ຺ກກະຉ ິ຅ະຊ ກ຾຋ຌ຋ີໃ ຈ ໄລງ

ຉ຺ລຨັກ຦ຨຌ ຋ີໃ ຢູໃ ຊັຈແຎຨີກ 3  ຉ຺ລ,  ຿ຈງຨັກ຦ຨຌ
ຎ຺ກກະຉ ິຽຩາ຺຅ະຽຨີ ໄຌລໃ າ plain text  ຾຤ະ ຦ າ຤ຍັຉລ຺
ຨກັ຦ຨຌ຋ີໃ ຊ ກຌ າມາ຾຋ຌ຋ີໃ  ຅ະຽຨີ ໄຌລໃ າ cipher text. 

 

ກາຌຊຨຈ຤ະວຈັກ ໃ ຅ະເຆ ໄກາຌ຋ຼຍງ ໄຨຌກຍັ຃ ຌ 3 
ຉ າ຾ໜໃ ຄ຤ະວລໃ າຄ Cipher text ກຍັ Plain text 

 

ຂ ໄມູຌຉລ຺ຨກັ຦ຨຌ຋ີໃ ຎໃ ຼຌຽຎັຌຉລ຺ຽ຤ກ 

 

຅ຈຸ຦ຄັຽກຈຂຨຄ Caesar cipher ຃  Key ຋ີໃ ເຆ ໄ຅ະ
ຽຎັຌ Key D ຽຌ ໃ ຨຄ຅າກລໃ າຉລ຺ຨກັ຦ຨຌຉລ຺຋ າຨຈິຂຨຄ
ຑາ຦າຨຄັກຈິ຃  ຉລ຺ຨກັ຦ຨຌ A,  ຽມ ໃ ຨຏໃ າຌກາຌຽຂ຺ ໄາ຤ະວຈັ 
຅ະຊ ກ຾຋ຌ຋ີໃ ຈ ໄລງຉລ຺ຨກັ຦ຨຌ D. ຈັໃ ຄຌ ັ ໄຌ, ຅ະຽວຌັລໃ າ 
Cipher ຂຨຄ Caesar ຅ະຂຶ ໄຌຉ຺ ໄຌຈ ໄລງຉລ຺ຨກັ຦ຨຌ D, 
ຆຶໃ ຄລໃ າ ຩູຍ຾ຍຍກາຌຽຂ຺ ໄາ຤ະວຈັ (algorithm) ເຌ຋າຄ
຃ະຌຈິ຦າຈ຾ມໃ ຌ: 

   mod 26,c f p p k    

    0 25p   ຾຤ະ ,k  

຾຤ະ ຩູຍ຾ຍຍຂຨຄກາຌຊຨຈ຤ະວຈັເຌ຋າຄ຃ະຌຈິ ຦າຈ
຾ມໃ ຌ 

plain text A B C D E F G H I J K L M

cipher text D E F G H I J K L M N O P

plain text N O P Q R S T U V W X Y Z

cipher text Q R S T U V W X Y Z A B C

cipher text D E F G H I J K L M N O P

plain text A B C D E F G H I J K L M

cipher text Q R S T U V W X Y Z A B C

plain text N O P Q R S T U V W X Y Z

plain text A B C D E F G H I J K L M

P 0 1 2 3 4 5 6 7 8 9 10 11 12

plain text N O P Q R S T U V W X Y Z

P 13 14 15 16 17 18 19 20 21 22 23 24 25
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   1 mod 26,p f c c k    

0 25p   ຾຤ະ ,k  

ຆຶໃ ຄລໃ າ:  p  ຾຋ຌຉ າ຾ໜໃ ຄ຋ີໃ ຽຎັຌຉລ຺ຽ຤ກຂຨຄ຾ຉໃ ຤ະ 
    ຉລ຺ຨກັ຦ຨຌ (ມ຋ີຄັໝຈ຺ 26 ຉລ຺) 

          k  ຾຋ຌ຅ າຌລຌຂຨຄຉ າ຾ໜໃ ຄ຋ີໃ ຉ ໄຨຄກາຌ 
    ຽ຤ ໃ ຨຌ ວົ   Key. 

ຩູຍ຋ ີ2: ຂັ ໄຌຉຨຌກາຌຽຂ຺ ໄາ຤ະວຈັ ຾຤ະ ກາຌຊຨຈ຤ະວຈັ
ຂຨຄ Caesar cipher 

 

2.) Affine cipher 

ກາຌຽຂ຺ ໄາ  ຾຤ະ ກາຌຊຨຈ຤ະວັຈຂຨຄ Affine 

cipher ຅ະ຃ໄາງ຃ ກຍັກາຌຽຂ຺ ໄາ ຾຤ະ ກາຌຊຨຈ຤ະວັຈ
ຂຨຄ Caesar cipher. ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຈ ໄລງ
ລ຋ິຌີີ ໄ ແຈ ໄຽຑີໃ ມຽຉມີ຅າກລ຋ິຽີກ຺ໃ າ຃ : ມວີົກັກາຌ ກາຌ຃ູຌຽຂ຺ ໄາ
ມາຉ ໃ ມ ຾຤ະ ຽຑີໃ ມ key ຽຂ຺ ໄາມາຽຎັຌຉລ຺ຌ າ ເຌກາຌຽ຤ ໃ ຨຌ
຤ະວັຈຉລ຺ຨັກ຦ຨຌ 2 ຉລ຺. ຆຶໃ ຄລໃ າ ຩູຍ຾ຍຍກາຌຽຂ຺ ໄາ
຤ະວຈັ (algorithm) ເຌ຋າຄ຃ະຌຈິ຦າຈ຾ມໃ ຌ: 

   mod 26,c E p ap b     
, ,a b  0 25,p   

຾຤ະ ຩູຍ຾ຍຍຂຨຄກາຌຊຨຈ຤ະວຈັເຌ຋າຄ຃ະຌຈິ 
຦າຈ຾ມໃ ຌ 

   1 1 mod 26,p E c a c b     
, ,a b  0 25p   

ຆຶໃ ຄລໃ າ:  p  ຾຋ຌຉ າ຾ໜໃ ຄ຋ີໃ ຽຎັຌຉລ຺ຽ຤ກຂຨຄ຾ຉໃ ຤ະ 
     ຉລ຺ຨກັ຦ຨຌ (ມ຋ີຄັໝຈ຺ 26 ຉລ຺) 

,a b  ຾຋ຌ຅ າຌລຌຂຨຄຉ າ຾ໜໃ ຄ຋ີໃ ຉ ໄຨຄກາຌ 
        ຽ຤ ໃ ຨຌ ວົ   Key. 

3.)  RSA cipher 
RSA ຽຎັຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ຾ຍຍ 

key ຦າ຋າ຤ະຌະ ຾຤ະ key ຦ໃ ລຌຉລ຺. ຏູ ໄ຋ີໃ ຃ຈິ຃຺ ໄຌ RSA 

ຂຶ ໄຌມາແຈ ໄ຾ກໃ  Ronald Rives, Adi shamir ຾຤ະ 
Leonard Adleman ຿ຈງ຃ າລໃ າ RSA ແຈ ໄມາ຅າກຉລ຺
ຨກັ຦ຨຌຉລ຺຋ າຨຈິຂຨຄຌາມ຦ະກຸຌຏູ ໄ຃ຈິ຃຺ ໄຌ຋ຄັ 3 ຃ຌ຺. 

 

຦ າ຤ຍັ຤າງ຤ະຨຼຈກາຌ຦ໄາຄ key ຦າ຋າ຤ະຌະ 
(Public key) ຾຤ະ key ຦ໃ ລຌຉລ຺ (Private key) ຂຨຄ
ລ຋ິ ີRSA ມຂີັ ໄຌຉຨຌຈັໃ ຄຌີ ໄ: 

 

ຂັ ໄຌຉຨຌ຋ ີ 1: ເວ ໄຽ຤ ຨກ຅ າຌລຌມູຌ 2 ຃ໃ າ, ຿ຈງກ າຌຈ຺
ເວ ໄຽຎັຌຉລ຺ຎໃ ຼຌ p  ຾຤ະ q  
 

ຂັ ໄຌຉຨຌ຋ ີ 2: ຆຨກ຃ໃ າຏຌ຺຃ູຌ຤ະວລໃ າຄ p  ຾຤ະ q , 
຿ຈງກ າຌຈ຺ເວ ໄ qpn *  
 

ຂັ ໄຌຉຨຌ຋ ີ3: ຆຨກ຃ໃ າຏຌ຺຃ູຌ຤ະວລໃ າຄ  1p  ຾຤ະ 
1q  ຿ຈງກ າຌຈ຺ເວ ໄ )1(*)1()(  qpn  

ຂັ ໄຌຉຨຌ຋ ີ4: ຽ຤ ຨກ຃ໃ າ e  ຂຶ ໄຌມາ, ຿ຈງກ າຌຈ຺  1e  
຾຤ະ )(ne   . ຌຨກ຅າກຌີ ໄ ຃ໃ າຂຨຄ e  ຾຤ະ )(n  
຅ະຉ ໄຨຄຽຎັຌ຅ າຌລຌມູຌຉ ໃ ກຌັ ( e  ຾຤ະ )(n  ຉ ໄຨຄມຉີລ຺
ວາຌຩໃ ລມຽ຋຺ໃ າກຍັ 1) ວົ     gcd , 1e n   
ຂັ ໄຌຉຨຌ຋ີ 5: ຃ າຌລຌວາ຃ໃ າ d  ຋ີໃ ຉຨຍ຦ະໜຨຄ 

1)(mod ned   
ຽມ ໃ ຨ຃ຍ຺຋ຄັ 5 ຂັັ ໄຌຉຨຌ຾຤ໄລ, ຑລກຽຩາ຺຅ະແຈ ໄ key 

຦າ຋າ຤ະຌະ (Public key) ຾ມໃ ຌ:  gcd ,n e  ຾຤ະ 

key ຦ໃ ລຌຉລ຺ (Private key) ຾ມໃ ຌ:  gcd , .n d  ຆຶໃ ຄລໃ າ 
ຩູຍ຾ຍຍກາຌຽຂ຺ ໄາ຤ະວຈັ (algorithm) ເຌ຋າຄ
຃ະຌຈິ຦າຈ຾ມໃ ຌ: 

moddc m n  
຾຤ະ key ຂຨຄກາຌຊຨຈ຤ະວຈັເຌ຋າຄ຃ະຌຈິ຦າຈ຾ມໃ ຌ: 

moddm c n  
ຆຶໃ ຄລໃ າ m  ຾຋ຌ key ຦າ຋າ຤ະຌະ (Public 

key) ວົ   key ຦ໃ ລຌຉລ຺ (Private key) 

2. ຏຌ຺ແຈ ໄຩຍັ 

຅າກກາຌ຦ກຶ຦າ ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ
ຂໃ າລ຦າຌເຌ຃ັ ໄຄຌີ ໄຑຍ຺ລໃ າ ຃ະຌຈິ຦າຈ ຾຤ະ ລ຋ິ຋ີາຄ຃ະຌຈິ 
຦າຈ ມ຃ີລາມ຦ າ຃ັຌວົາງຉ ໃ ກາຌຌ າມາເຆ ໄ. ຉ ໃ ແຎຌີ ໄ຅ະ຦ະ 
຾ຈຄຏ຺ຌກາຌ຋຺ຈ຦ຨຍກາຌຂຼຌ script ຈ ໄລງຑາ຦າ 
Python ຽຂ຺ ໄາກຍັ algorithm ຂຨຄ຾ຉໃ ຤ະລ຋ິເີຌກາຌຽຂ຺ ໄາ 
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຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ. 

3.1  ຏຌ຺ຂຨຄກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ 
1.) ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ Caesar 

cipher 
 

ຂ ໄ຃ລາມ຋ີໃ ຅ະຽຂ຺ ໄາ຤ະວຈັ message 

message = THIS IS MY SECRET MESSAGE 

             PHAILIN 
 

ກາຌຂຼຌ script ຈ ໄລງຑາ຦າ Python, ຏຌ຺ແຈ ໄຩຍັ຅າກ
ກາຌຽຂ຺ ໄາ຤ະວຈັ຦ະ຾ຈຄເວ ໄຽວຌັ ເຌຩູຍ຋ີ  3 ຾຤ະ ຽມ ໃ ຨ
ຊຨຈ຤ະວຈັ ຅ະແຈ ໄຂ ໄ຃ລາມ ຈັໃ ຄຩູຍ຋ ີ4. 

2.) ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ Affine cipher  
ຂ ໄ຃ລາມ຋ີໃ ຅ະຽຂ຺ ໄາ຤ະວຈັ message 

message = hello this is my secret message 

 ກາຌຂຼຌ script ຈ ໄລງຑາ຦າ Python, ຏຌ຺ແຈ ໄຩຍັ
຅າກກາຌຽຂ຺ ໄາ຤ະວຈັ ຦ະ຾ຈຄເວ ໄຽວຌັເຌຩູຍ຋ີ  5 ຾຤ະ 
ຽມ ໃ ຨຊຨຈ຤ະວຈັ ຅ະແຈ ໄຂ ໄ຃ລາມ ຈັໃ ຄຩູຍ຋ ີ6. 

3.) ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ RSA 

ຂ ໄ຃ລາມ຋ີໃ ຅ະຽຂ຺ ໄາ຤ະວຈັ message 

message = I was employed part time to 

develop software for Thipayal Insurance 

Company and I developed a website application 

for Phoenix Company. I entered the competition 

to select the delegate for the Cyber SEA games 

final in October 2015 and I came third and I 

have also completed the Training Course on 

Incident Handling run by NRI Secure 

Technologies which is a leading provider of 

information security solutions in Japan 

ກາຌຂຼຌ script ຈ ໄລງຑາ຦າ Python, ຏຌ຺ແຈ ໄຩຍັ
຅າກກາຌຽຂ຺ ໄາ຤ະວຈັ ຦ະ຾ຈຄເວ ໄຽວຌັເຌຩູຍ຋ ີ 7 ຾຤ະ 
ຽມ ໃ ຨຊຨຈ຤ະວຈັ ຅ະແຈ ໄຂ ໄ຃ລາມ ຈັໃ ຄຩູຍ຋ ີ8. 

3. ລຑິາກຏຌ຺ 
ຂ ໄມູຌ ວົ  ຂ ໄ຃ລາມເຈໜຶໃ ຄ຋ີໃ ຅ະຽຂ຺ ໄາ ຾຤ະຊຨຈ຤ະວຈັ 

ຉ ໄຨຄມກີາຌຎໃ ຼຌຂ ໄມູຌເວ ໄຽຎັຌຉລ຺ຽ຤ກກໃ ຨຌ ຿ຈງຨາແ຦ລ຋ິີ
຋າຄ຃ະຌຈິ຦າຈຽຎັຌຂະຍລຌກາຌຏັຌຎໃ ຼຌ (ຑຼຄ຦ຸຣັງ, 
2010). ຅າກຌັ ໄຌ, ຅ະຽ຤ ຨກໜຶໃ ຄເຌລ຋ິີເຈໜຶໃ ຄ (Caesar 

cipher, Affine cipher ວົ   RSA cipher) ມາຽຎັຌ
ກຸຌ຾຅ເຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວັຈ ຿ຈງ຅ະມີກາຌ
ຽ຤ ໃ ຨຌຉ າ຾ໜໃ ຄຉ຺ລຽ຤ກ຾ຉໃ ຤ະຉ຺ລ. ວົ ັຄ຅າກຌັ ໄຌ, ຅ະຏັຌ
ຎໃ ຼຌຉລ຺ຽ຤ກເວ ໄກຍັມາຽຎັຌຉລ຺ຨັກ຦ຨຌ ຿ຈງຂະຍລຌ

ກາຌ຋າຄ຃ະຌຈິ຦າຈ ຃ ຌຨກີຽ຋ ໃ ຨໜຶໃ ຄ ຽຆິໃ ຄຽຨີ ໄຌລໃ າຂະຍລຌ
ກາຌຌີ ໄລໃ າ ກາຌຊຨຈ຤ະວຈັ (ຑະຌະ຤າ຦,ີ 2019). ຽຆິໃ ຄ຋ຄັ
ໝຈ຺ຌັ ໄຌ຾ມໃ ຌຽຎັຌ Algorithms ຋ີໃ ຋ມີຄາຌ຃຺ ໄຌ຃ລ ໄາຂຨຄ
ຑລກຂໄາຑະຽ຅ ຺ ໄາ ແຈ ໄຂຼຌຽຎັຌ Script ເຌຑາ຦າ຿ຎົ຾ກຣມ
ຂຨຄ Python ຾຤ ໄລຌ າມາຎະມລຌຏຌ຺ຢູໃ ເຌ຃ຨມຑລິຽຉ.ີ 

ຂ ໄ຃ລາມ຋ີໃ ຊ ກຽຂ຺ ໄາ຤ະວຈັ຅າກ MEET YOU IN 

THE PARK ຿ຈງລ຋ິີຂຨຄ  Caesar cipher ຽ຤ີໃ ມຉ຺ ໄຌ 
ຽຩາ຺຅ະເວ ໄຂ ໄ຃ລາມຎໃ ຼຌມາຽຎັຌຉລ຺ຽ຤ກ (ແຆຍຸຌຽຩ ຨຄ, 
2017) ຽຆິໃ ຄຏຌ຺ແຈ ໄຩຍັ຾ມໃ ຌ: 12 4 4 19 24 14 20 8 13 

19 7 4 15 0 17 10. ວົຄັ຅າກຌັ ໄຌ, ຾຋ຌ຾ຉໃ ຤ະຉລ຺ຽ຤ກ 
ວົ   ຃ໃ າຂຨຄ p  ເ຦ໃ     3 mod 26,c f p p    ຾຤ ໄລ
຃ຈິແ຤ໃ ຉາມວົກັຽກຌຂຨຄ modulo (ແຆຍຸຌຽຩ ຨຄ ຾຤ະ ລຄ຺
ຍຸຌ຦,ີ 2019). ຈັໃ ຄຌ ັ ໄຌ, ຅ະແຈ ໄ຃ໃ າຂຨຄ c  ຾ມໃ ຌ  15 7 7 

22 1  17 23 11 16 22 10 7 18 3 20 13. ຦ຸຈ຋ ໄາງ, 
ຎໃ ຼຌຉລ຺ຽ຤ກເວ ໄກຍັ຃ ຌມາຽຎັຌຉລ຺ຨກັ຦ຨຌ຅ະແຈ ໄຂ ໄ຃ລາມ 
຋ີໃ ຊ ກຽຂ຺ ໄາ຤ະວຈັ຾ມໃ ຌ PHHW BRX LQ WKH  

SDUN. 
 ຊຨຈ຤ະວຈັ຅າກຂ ໄ຃ລາມ LEWLYPLUJL PZ 

H NYLHA ALHJOLY ຿ຈງກາຌຽ຤ ຨກ key ວົ   
7k   ຿ຈງລ຋ິີຂຨຄ  Caesar cipher ຽ຤ີໃ ມຉ຺ ໄຌ ຽຩາ຺຅ະ

ເວ ໄຂ ໄ຃ລາມຎໃ ຼຌມາຽຎັຌຉລ຺ຽ຤ກຽຆິໃ ຄຏຌ຺ແຈ ໄຩຍັ຾ມໃ ຌ: 11 4 

22 11 24 15 11 20 9 11  15 25  713 24 11 7 00 11 

7 9 14 11 24 . ວົຄັ຅າກຌັ ໄຌ, ຾຋ຌ຾ຉໃ ຤ະຉລ຺ຽ຤ກ ວົ   ຃ໃ າ
ຂຨຄ c  ເ຦ໃ     1 7 mod 26,p f c c   ຾຤ໄລ຃ຈິ 
ແ຤ໃ ຉາມວົກັຽກຌຂຨຄ modulo (ແຆຍຸຌຽຩ ຨຄ ຾຤ະ ລຄ຺ຍຸຌ
຦,ີ 2019). ຈັໃ ຄຌ ັ ໄຌ, ຅ະແຈ ໄ຃ໃ າຂຨຄ p  ຾ມໃ ຌ 4 23 15 4 

17 8 4 13 2 48 18 0 6 17 4 0 1919 4 0 2 7 4 17. 

຦ຸຈ຋ ໄາງ, ຎໃ ຼຌຉ຺ລຽ຤ກເວ ໄກຍັ຃ ຌມາຽຎັຌຉ຺ລຨັກ ຦ຨຌ 
຅ະແຈ ໄຂ ໄ຃ລາມ຋ີໃ ຊ ກຊຨຈ຤ະວຈັ຾ມໃ ຌEXPERIENCE 

IS A GREAT TEACHER. 

4. ຦ະວົຸຍຏຌ຺ 

ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຈ ໄລງລ຋ິີກາຌ຋າຄ຃ະ 
ຌິຈ຦າຈ຋ັຄ 3 ຩູຍ຾ຍຍ: Caesar cipher,  Affine 

cipher  ຾຤ະ RSA cipher ຽວຌັລໃ າມ຃ີລາມ຾ຉກຉໃ າຄ
ກຌັ ຾຤ະ ຤ະຈຍັ຃ລາມຎຨຈແຑກ ໃ ຾ຉກຉໃ າຄກຌັ, ຆຶໃ ຄກາຌ
ຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ Caesar cipher ຌັ ໄຌຽຎັຌ
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ກາຌຽຂ຺ ໄາ຤ະວຈັ຾ຍຍຽ຤ ໃ ຨຌ (ຽ຃ ໃ ຨຌງ ໄາງຉລ຺ໜຄັ຦ ແຎເຌ
ຉ າ຾ໜໃ ຄເໝໃ ), ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັເຌຩູຍ຾ຍຍຌີ ໄ 
key ຅ະຽຎັຌຉລ຺ກ າຌຈ຺ເຌກາຌຽ຤ ໃ ຨຌຉລ຺ຨກັ຦ຨຌຂຨຄ຾ຉໃ
຤ະຉ າ຾ໜໃ ຄເຌກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັຂ ໄມູຌ. 

຦ າ຤ຍັກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ Affine 

cipher ຌັັ ໄຌ຅ະ຃ ໄາງ຃ ກຍັກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ 
Caesar cipher ຾ຉໃ ຅ະມຂີ ໄ຾ຉກຉໃ າຄຢູໃ ຍໃ ຨຌລໃ າ ຌຨກ຅າກ
ກາຌຽຑີໃ ມ Key ຽຎັຌ 2 ຉລ຺ ແຎຽຎັຌຉລ຺ກ າຌຈ຺ເຌກາຌ
ຽ຤ ໃ ຨຌຉລ຺ຨກັ຦ຨຌ຾຤ໄລ ງຄັຌ າເຆ ໄລ຋ິກີາຌ຃ູຌ ຾຤ະ ຌ າເຆ ໄ
ຽຉກັຌກິ຃ະຌຈິ຦າຈຽຂ຺ ໄາມາ຾ກ ໄແຂຍຌັວາຉ ໃ ມ. 

ຈັໃ ຄຌ ັ ໄຌ, ກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ຾ຍຍ RSA 
cipher ແຈ ໄ຾ຌລ຃ລາມ຃ຈິມາ຅າກກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ
຤ະວຈັ຾ຍຍ Caesar Cipher ຆຶໃ ຄ຅ະຽຑີໃ ມ຃ລາມ຦າມາຈ
ເຌກາຌຽຂ຺ ໄາ຤ະວຈັ ແຈ ໄຈຂີຶ ໄຌຉ ໃ ມ ຾຤ະ ຩຨຄຩຍັເຌຽ຤ ໃ ຨຄ
຃ລາມຽຎັຌ຦ໃ ລຌຉລ຺ ຾຤ະ ຢ ຌຢັຌຉລ຺ຍຸກ຃ຌ຺ແຈ ໄລໃ າ ຂ ໄມູຌ
ກາຌຽຂ຺ ໄາ຤ະວຈັຌັັ ໄຌ ແຎຽຊຄິຏູ ໄຩຍັຏູ ໄເຈ຾຋ ໄ. 
5. ຃ລາມຩູ ໄຍຸຌ຃ຸຌ 
ຑລກຂໄາຑະຽ຅ ຺ ໄາຂ ຦ະ຾ຈຄ຃ລາມຂຨຍເ຅ ຾຤ະ ຩູ ໄຍຸຌ຃ຸຌ
ຢໃ າຄ຦ູຄ ມາງຄັກາຌ຅ຈັຉັ ໄຄ຋ຸກຂັ ໄຌ ຑາງເຌຑາກລິຆາ ກ ໃ ຃  
຃ະຌະລິ຋ະງາ຦າຈ຋ າມະຆາຈ ມະວາລິ຋ະງາແ຤຾ວໃ ຄ
ຆາຈ ຋ີໃ ເວ ໄ຿ຨກາຈ ຾຤ະ ຨ າຌລງ຃ລາມ຦ະຈລກ຋ຸກຢໃ າຄ
ເວ ໄຑລກຂໄາຑະຽ຅ ຺ ໄາ ຍ ໃ ລໃ າ຅ະຽຎັຌຽຨກະ຦າຌ, ຂ ໄມູຌຉໃ າຄໂເຌ
ກາຌ຃຺ ໄຌ຃ລ ໄາ຃ັ ໄຄຌີ ໄ. ຑຽິ຦ຈ ຂ ຦ະ຾ຈຄ຃ລາມຂຨຍເ຅ມາງຄັ 
຋ໃ າຌ ຨ຅. ຋ຨຄ຦ຸກ ແຆຍຸຌຽຩ ຨຄ (ຑະ຾ຌກ຃຺ ໄຌ຃ລ ໄາ ຾຤ະ 
ຍ ຤ິກາຌລິຆາກາຌ) ຾຤ະ ຨ຅. ຦ຸ຤ິລັຌ ວົ ໄາໜ ໃ ຦ະວລັຌ 
(ຑາກລຆິາ ຆລີະລ຋ິະງາ)  ຃ະຌະລ຋ິະງາ຦າຈ຋ າມະຆາຈ 

ມະວາລິ຋ະງາແ຤຾ວໃ ຄຆາຈ ຋ີໃ ເວ ໄ຾ຌລ຋າຄເຌກາຌ຃຺ ໄຌ 
຃ລ ໄາ ຾຤ະ ງາມເຈກ ໃ ຆໃ ລງຎະກຨຍ຃ າ຃ຈິ຃ າຽວຌັ ຆໃ ລງ 
ຽວົ  ຨ ຑລກຂໄາຑະຽ຅ ຺ ໄາ ຉະວົຨຈມາ ຅ຌ຺ຽຩັຈເວ ໄຍ຺ຈຂຨຄ
ຑລກຂໄາຑະຽ຅ ຺ ໄາ ຦ າຽ຤ຈັ຤ຄ຺ແຈ ໄ. 
6. ຽຨກະ຦າຌຨໄາຄຨຄີ 
຦຦ີະຽລຄ຦ຍັ. (2015). ຤ະຍຍ຺຤ະວຈັ຤ຍັຽຑີໃມ຃ລາມຎຨຈ

ແຑເວ ໄກຍັຂ ໄມູຌ (Cryptosystem for Data 

Security).  
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ຩູຍ຋ ີ4: ກາຌຊຨຈ຤ະວຈັຈ ໄລງລ຋ິຂີຨຄ Caesar cipher 

 

 

 

 

 

 

 

 

 

 

ຩູຍ຋ ີ5: ກາຌຽຂ຺ ໄາ຤ະວຈັຈ ໄລງລ຋ິຂີຨຄ Affine cipher 

 

 

 

 

 

 

ຩູຍ຋ ີ6: ກາຌຊຨຈ຤ະວຈັຈ ໄລງລ຋ິຂີຨຄ Affine cipher 

 

 

 

 

 

 

ຩູຍ຋ີ  7:  ກາຌຽຂ຺ ໄາ຤ະວຈັຈ ໄລງລ຋ິຂີຨຄ RSA cipher 
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ຩູຍ຋ ີ8: ກາຌຊຨຈ຤ະວຈັຈ ໄລງລ຋ິຂີຨຄ RSA cipher 

Script ຂຨຄກາຌຽຂ຺ ໄາ ຾຤ະ ຊຨຈ຤ະວຈັ 
#!/usr/bin/python  
#   Caesar Cipher 

#import os 
#import pyperclip 

# the string to be encrypted / decrypted 

#message = 'This is my secret message phailin. -=+' 
message = 'GUVF VF ZL FRPERG ZRFFNTR CUNVYVA. -=+' 

#message = 'CUNVYVA CUBFVCBAT' 
#the encryption / decryption key 

key = 13  

 # tells the program to encryption or decrypt 
mode = 'decrypt' # set to 'encrypt' or 'decrypt' 

 # every possible symbol that can be encrypted 
Letters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ' 

 # STORE THE ENCRYPTED / DECRYPTED FORM OF THE MESSAGE 

translated = '' 
 # capitalize = message.upper() 

message = message.upper() 
 #run the encryption / decryption code on each symbol in the message string 

for symbol in message: 

 if symbol in Letters: 
  num = Letters.find(symbol) 

  if mode == 'encrypt': 
   num = num + key 

  elif mode == 'decrypt': 
   num = num - key 

  if num >= len(Letters): 

   num = num - len(Letters) 
  elif num < 0 : 

   num = num + len(Letters) 
  translated = translated + Letters[num] 

 else: 

  translated = translated + symbol 
      

print (translated) 
#pyperclip.copy(translated) 

 

# Affine Cipher 
import sys,cryptomath, random 

SYMBOLS = """ !"#$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] 
^_`abcdefghijklmnopqrstuvwxyz{|}~""" # note the space at the front 

def main(): 
  #myMessage = "hellow this is my secret message" 

 myMessage="""r%&&jCz 

iA'zA'z]Qz'%vP% 
z]%''h3%""" 

 myKey = 5371 
 myMode = 'decrypt' # set to 'encrypt' or 'decrypt' 

 if myMode == 'encrypt': 

  translated = encryptMessage(myKey, myMessage) 
 elif myMode == 'decrypt': 

  translated = decryptMessage(myKey, myMessage) 
 print('Key: %s' % (myKey)) 

 print('%sed text:' % (myMode.title())) 

 print(translated) 
 print('Full %sed text copied to clipboard.' % (myMode)) 

def getKeyParts(key): 
 keyA = key // len(SYMBOLS) 

 keyB = key % len(SYMBOLS) 

 return (keyA, keyB) 
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def checkKeys(keyA, keyB, mode): 

 if keyA == 1 and mode == 'encrypt': 

  sys.exit('The affine cipher becomes incredibly weak when key A isset to 1. Choose a different key.') 
 if keyB == 0 and mode == 'encrypt': 

  sys.exit("The affine cipher becomes incredibly weak when key B isset to 0. Choose a different key.") 
 if keyA < 0 or keyB < 0 or keyB > len(SYMBOLS)-1: 

  sys.exit("Key A must be greater than 0 and Key B must be between 0 and %s." % (len(SYMBOLS) - 1)) 

 if cryptomath.gcd(keyA,len(SYMBOLS)) != 1: 
  sys.exit('key A (%s) and the symbol set size (%s) are not relatively prime. Choouse a different key.'% (keyA,len(SYMBOLS))) 

def  encryptMessage(key,message): 
 keyA,keyB = getKeyParts(key) 

 checkKeys(keyA,keyB,'encrypt') 
 ciphertext = '' 

 for symbol in message: 

  if symbol in SYMBOLS: 
   symIndex = SYMBOLS.find(symbol) 

   ciphertext += SYMBOLS[(symIndex*keyA+keyB)%len(SYMBOLS)] 
  else: 

   ciphertext += symbol 

 return ciphertext 
def decryptMessage(key,message): 

 keyA,keyB = getKeyParts(key) 
 checkKeys(keyA,keyB,'decrypt') 

 plaintext = '' 

 modInverseOfKeyA = cryptomath.findModInverse(keyA,len(SYMBOLS)) 
 for symbol in message: 

  if symbol in SYMBOLS: 
   symIndex = SYMBOLS.find(symbol) 

   plaintext += SYMBOLS[(symIndex - keyB)*modInverseOfKeyA %len(SYMBOLS)] 

  else: 
   plaintext += symbol 

 return plaintext 
def getRandomKey(): 

 while True: 
  keyA = random.randint(2,len(SYMBOLS)) 

  keyB = random.randint(2,len(SYMBOLS)) 

 if cryptomath.gcd(keyA,keyB,len(SYMBOLS)) == 1: 
  return keyA * len(SYMBOLS) + keyB 

if __name__ == '__main__': 
 main() 

 

#RSA Cypher 
import sys 

#Important: The block size must be less than or equal to the key size! 
#NoteL The block zie is in bytes, the key size is in bitsD There  

#are 8  bits in 1 byte. 

DEFAULT_BLOCK_SIZE = 128 #128 byte 
BYTE_SIZE = 256 # One btye has 256 different values. 

def main(): 
 filename = 'encrypted_file.txt' 

 #mode = 'encrypt' #set to 'encrypt ' or 'decrypt' 

 mode = 'decrypt' 
 if mode == 'encrypt': 

  # message ='''"Journalists belong in the gutter because that is 
  # where the ruling classes throw their guilty secrets." -Gerald Priestland "The 

  # Founding Fathers gave the free press the protection it must have to bare the 
  # secrets of government and inform the people." -Hugo Black''' 

  message = "I was employed part time to develop software for Thipayal Insurance Company and I developed a website 

application for Phoenix Company. I entered the competition to select the delegate for the Cyber SEA games final in October 2015 and I came third 
and I have also completed the Training Course on Incident Handling run by NRI Secure Technologies which is a leading provider of information 

security solutions in Japan" 
  pubKeyFilename = 'al_sweigart_pubkey.txt' 

  print('Encrypting and writing to %s...' % (filename)) 

  encryptedText = encryptAndWriteToFile(filename, pubKeyFilename, message) 
  print('Enucrypted text:')  

  print(encryptedText) 
 elif mode == 'decrypt': 

  privKeyFilename = 'al_sweigart_privkey.txt' 

  print('Reading from %s and decrypting...' % (filename)) 
  decryptedText = readFromFileAndDecrypt(filename, privKeyFilename) 

  print('Decrypted text:') 
  print(decryptedText) 

def getBlocksFromText(message, blockSize=DEFAULT_BLOCK_SIZE): 

 messageBytes = message.encode('ascii') 
 blockInts = [] 

 for blockStart in range(0, len(messageBytes), blockSize): 
  blockInt = 0 

  for i in range(blockStart, min(blockStart + blockSize,len(messageBytes))): 
   blockInt += ord(messageBytes[i]) * (BYTE_SIZE ** (i % blockSize)) 

  blockInts.append(blockInt) 
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 return blockInts 

def getTextFromBlocks(blockInts, messageLength,blockSize=DEFAULT_BLOCK_SIZE): 

 message = [] 
 for blockInt in blockInts: 

  blockMessage = [] 
  for i in range(blockSize - 1, -1, -1):  

   if len(message) + i < messageLength: 

    asciiNumber = blockInt // (BYTE_SIZE ** i) 
    blockInt = blockInt % (BYTE_SIZE ** i) 

    blockMessage.insert(0, chr(asciiNumber))   
  message.extend(blockMessage) 

 return ''.join(message) 
def encryptMessage(message, key, blockSize=DEFAULT_BLOCK_SIZE): 

 encryptedBlocks = [] 

 n, e = key 
 for block in getBlocksFromText(message, blockSize): 

  encryptedBlocks.append(pow(block, e, n)) 
 return encryptedBlocks 

def decryptMessage(encryptedBlocks, messageLength, key,blockSize=DEFAULT_BLOCK_SIZE): 

 decryptedBlocks = [] 
 n, d = key 

 for block in encryptedBlocks: 
  decryptedBlocks.append(pow(block, d, n)) 

 return getTextFromBlocks(decryptedBlocks, messageLength, blockSize) 

def readKeyFile(keyFilename): 
 fo = open(keyFilename) 

 content = fo.read() 
 fo.close() 

 keySize, n, EorD = content.split(',') 

 return (int(keySize), int(n), int(EorD)) 
def encryptAndWriteToFile(messageFilename, keyFilename, message,blockSize=DEFAULT_BLOCK_SIZE): 

 keySize, n, e = readKeyFile(keyFilename) 
 if keySize < blockSize * 8: 

  sys.exit('ERROR: Block size is %s bits and key size is %s bits.The RSA cipher requires the block size to be equal to or less 
than the key size. Either increase the block size or use different keys.' % (blockSize * 8,keySize)) 

 encryptedBlocks = encryptMessage(message, (n, e), blockSize) 

 for i in range(len(encryptedBlocks)): 
  encryptedBlocks[i] = str(encryptedBlocks[i]) 

 encryptedContent = ','.join(encryptedBlocks) 
 encryptedContent = '%s_%s_%s' % (len(message), blockSize,encryptedContent) 

 fo = open(messageFilename, 'w') 

 fo.write(encryptedContent) 
 fo.close() 

 return encryptedContent 
def readFromFileAndDecrypt(messageFilename, keyFilename): 

 keySize, n, d = readKeyFile(keyFilename) 

 fo = open(messageFilename) 
 content = fo.read() 

 messageLength, blockSize, encryptedMessage = content.split('_') 
 messageLength = int(messageLength) 

 blockSize = int(blockSize) 

 if keySize < blockSize * 8: 
  sys.exit('ERROR: Block size is %s bits and key size is %s bits.The RSA cipher requires the block size to be equal to or less 

than the key size. Did you specify the correct key file and encrypted file?' % (blockSize *8, keySize)) 
 encryptedBlocks = [] 

 for block in encryptedMessage.split(','): 
  encryptedBlocks.append(int(block)) 

 

 return decryptMessage(encryptedBlocks, messageLength, (n, d),blockSize) 
 

if __name__ == '__main__': 
 main() 


