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Abstract

This research is a study on the security of the Souphanouvong University
Journal website with the aim of testing security checks, detecting flaws and
vulnerabilities. The current problem is that the Souphanouvong University Journal
website is in an insecure mode, which is at high risk of being hacked or attacked
by hackers. Each time you access the website, you will be forced to view the
website in an insecure mode, which may cause damage to personal information
and lead to attacks on financial transactions. The research method is to analyze
the structure of the website, check the SSL/TLS in use, check the Key Certificate,
Security Certificate, Server version, and use Command Line commands and
advanced programs to detect flaws and vulnerabilities on the website. Through
research, we can conclude that: The website code still has weaknesses, SSL/TLS
has not been upgraded, the Key Certificate has expired, the Security Certificate
has expired, the Server version does not have Secure. Http Only, there are 13
ports open in low security mode, and there are 6 ports with a high risk of being
easily attacked. The way to fix and protect the website for security is to update
the Source Code with weaknesses, Upgrade SSL/TLS to Version 1.3, Update Key
Certificate, Update Security Certificate, Close ports with low security and no
services, Install Web Application Firewall, create a security monitoring table,
Backup and update the system.
Keywords: Cybersecurity, Vulnerability Assessment, SSL/TLS Encryption, Web

Application Firewall (WAF), Network Port Security, Data Protection
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UratiueSutgeiudtnuin caz Snawnsuldigresy
NS uLTunIBInsuynazfin wax 501 ety
fogoslunuUitug yug1ogy kar NnzgIni Jaou
fiugztoy A8l SnatinnzuSutgesnuaesucuy
(51: (Suuden (Web block), (SugE18U (social media),
way (Sucdu (Web Application) (89tddinnzuac3utging
7Zwag7 JavaScript, Asynchronous JavaScript and XML
(AJAX) war Cascading Style Sheets (CSS) (2112088 U

92010 Sutgdfinesncuuldigauanyalg fugurney
(§9ULi ¥ (Responsive Web & Mobile-First) waz Jnay
wnwnzun Framework céﬂUﬂQOUﬁu célll: Bootstrap, React,
Angular (Aklesh Kumar, 2022). 3 2020 tdJnavanmnzua
(5utgeS81 (Web 3.0 xa Artificial Intelligence (AI)
Integration) Yn&NUTE Blockchain (dJ stEnyazriados
Crypto €z Jugadein (Al) cﬁe‘ﬁuﬁryj‘téj’lmﬁu‘cécé{’l%é
JUg93nc8y (Ghelani & Hua, 2022 & Lei et al., 2023).

Dynamic (Dynamic Website) gUucSutgiiciiomad
8980 war 1UINYsUEYtatnesnntudnniugenive 8

(Lane et al., 2017 & Sudianto, A., & Sugiantara, 2020).
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niuges299 18, (Judziwnt Jnacls server-side
scripting 1199 c“a"u: PHP, Python, Node.js, Java ccaz‘téé
YU database (108 (Guttikonda et al., 2025 & Truong
et al., 2025), Jguauiinesiniudsucyytdniug s, 2yu
Qarly, 4 (92139, 18 Database (MySQL, PostgreSQL,
MongoDB), 1% server Uwonﬁnﬁen%g‘cdmt@‘té, nuin
neudtiSriolue, alu login, Huma, way Su7). S6U
B HuSug0g1 (8 blog) AcliemSuinncdses, (3u e-
commerce (SU6199U0), (3URInw login/logout €Ay
"a’nmué".gu:iauﬁo, ATUNIA9Y KAT NIWIANNINEAIY
Wudiu. dintuladitoutE WSy Dynamic &§: Front-end:
HTML, CSS, JavaScript (N U&/SJUcS N Angular, React,
Vue.js), Back-end: PHP, Node.js, Python (Django/Flask),
Ruby on Rails, MySQL, PostgreSQL,
MongoDB. aoudsntwid1dulu Dynamic Web &: 93
U SQL Injection, mucémzﬁnéyyutdm HTTPS, nuc3a

Database:

Aeluelagusnt (authentication & authorization) (Esposito
et al., 2021 & Mohammad et al., 2022) Q2 (Nu=HNL
(o b-crypt, s-crypt (Provos, 2023) .

(0JS) wLued 990n1ud Ut We naztoulmi
Sauti2sy, hunou war JuuadinwtdSuaoruliugie
gogoRiiuLr dousigsunoiigiuinfingy way Yats
witnedruaddniy, sa3uniuals war naucuce
o1RzRIUMIIesuRte. Wesnviialu wax tdeyfiigiuin
gou Ui 181U0nNoNI9U, JLolugzoyy, aougl, Gnnaw
F9duci197, war Su9, (8 90m1w93neutdvulseday
n3192019 wriéiyfiodnorwnSuyiensofiuaoiudsntu

M998 1. 09230018 WunuSonwauadadta

2912 U tiegancdunaudInuddaIunauniats weidisd
HuJoSniudiuaoivdsntuesgasdull (Em, 2024 &
Tabatadze, 2024).
Ugady (Sutgoraraiu LemaSnzeata uayd)
wUug Wlound Seorudsnty (81000151990 AxEn i
Sutgfinednifidnasudid yu § YRudc3utglneniy
Uy § writedyy HWigrwanlggantd, (Souciaviigiin
fuadaSnzergin § gaulatiotd faudatidndutgay
AefindgfuldicdwdeSuts Winndiddsnty sanEndin
noILREMIwMIIGE JUFondo wax Yatugnuiniaud
nagnazranaucutd. gunacsucdsgR Uz dy
LS nze1ta gwWayd) tivdalg Framework (OJS) LA
Fonzua 9980l Seorwusntud, wasdiogtddod g
Plugin i Ug1weiay A0 tidgegmastuniintaudng
Cyber RNtim395.
gei, nufiuadStadgtciudtansofiuaoiuusn
weSutgomsR LrmaSnzenta w3y tnuSanusdsty
nufinasggiunianings) «ax gelmogsyduts
2. U= Az SHinw
Win3tadiigiuadinetdSndnfarduneidonay
Kali Linux taz g90x08ug] (denonfiumandntie) way
gg3lmozeyduty.
2.1 dieyditsluniiiuada
(§io3 05t uats wnwduada3tag sivensub:
AedudzAdnnay Kali Linux, Application, Database £z

Command Line.

QNI Jutwn ot

Kali Linux Operating System Web Security and Detect
Nmap, Wireshark, Metasploit, Burp Network, Detect, Analyze

. Application » .
Suit, Nessus Vulnerability Scanning
Visual Studio Code Application Text Editor
WinSCP Application File Upload
AppServ 9.3.0 Database Database Design
Command Line Command Vulnerability Scanning

Sutgfogigdaduoniudta cuutdindndacSuts
09 LzmSnzent gwayd) L3t (S9aztdiSnnay
finasd8tncuy’ UNongsy, NnondiumINDNLe] KAy
Soouasfivaoiuusntuiduts  cdovadaduitdun e

2.2 3inudine)
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Hofjaziunongsy

Aacunay
OS/Application

PudesusSulingsy  cerSnniuaritedumadignio  we
Juyedutgtidaorwdentu  douniudatgidintulagaa
NO1UUSN tIS1UZ08.
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suWwi 1: Security Audit Methods
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SUWIWA 2: cuoMIKsite Security Monitoring Diagram

2.3 nudtawz2yy
2unguNIU3aIz2 yucducSiEuniuta 1ganinty
NIWNONYSUTNLUY TNEFUILNIIU T TUNIUNINKIBU (K

tSaButdSuRancifiv 8y tduatgitininiiguln 7 Su
4 & &

N9V FIUINIEYUSLUNT:

00192298 2. nuStasBunausiitSdndndicanciagfiy

Sunsy tiniin roqa(Suawi) &utiSy
1 Ping Scan 0.14s Juduigucd 18 dnngd
2 DNS Resolution 0.17s T IP 27.254.146.20
3 SYN Stealth Scan 5.07s @u 13 wenedn
4 Service Scan 162.31s AYSEUIINIW
5 OS Detection ~3-5s ﬁﬁj ey OS (ﬁazcmj)
6 Traceroute 3.03s Fundogiedned
7 NSE Scripts 5.03s tudiugegtmolaud

3. @uiisu

AMNNIUNONFBUNDILYSN t29 S U t801RERUG 08
(61995 waz (indnnfingsuge)ing war Angsudioty
tduaningedmaoludsn widiuiot:

n1ug 990 SSL/TLS fid usntw, (SutStS (Web
Server) 8978 SSL/TLS cuuehian Sgetmdnoiudsntuii
dtdSucnnaan TLS 1.2 ¢Ju TLS 1.3 gagefiud. Snluis
Juiteuaznsi s wax (83 Jaorugssinauindniv
(Eavesdropping) €2 Nn1ulaUa "Man-in-the-Middle".
nauinniutud 18 Ineudfinds (S9nongsuliu Key
Certificate €% Security Certificate U198 02Ul 099¢
wdo Snlinmedsudd (HTTPS) guiseaolusiagst,
Aousaocgauragfou 1ongeud "dusntu”, gaaotw
viSefize3utgomeam LxmSncenta guS)

nud I8 ucSSH J599tmonauyatg Server
Version 18 J§ U ngruy Secure way HitpOnly §13u
Cookies, (807 Cookies Jao1uggsaniindiveuuineg

o\, v

UtdSuseyean (Cross-site Scripting - XSS), 24uUn1ucaa

avu § session 293t18e nTindnasurtgnaingals
Hustneyndudy.

nucdn Port (8c30 Sao1ug59, Guniugveny Port
fudal Port #igpln 13 Port Hicdntgeg Wi, 6 Port Fne)
Wn oK SaowssIgy tiegandiudInudicia § J20n
Wojdaunorudsnty (395 InHuS (8 u: Telnet, FTP,
O8N SaoruUsntueia).

angsua1n Source Code kay NIinnzuaduts (89
n1uScaaz Source Code uar (8 ulgH95udusafan
g9v (3 u: nwdnongsus Yuvaea (Input Validation),
EWO'IJJ?J'ijé] SQL Injection, ¢ Cross-Site Scripting (XSS)
o1ndng9gnWinsSne § Fom398kerF 15 unzare §
sraSuidedafiyning yu war aougUISUts (10112195
3).
4. 3uwin

BuNWS tageeng Wik vy SzwiwanoruUon iy
arduriizeqdutgorarai. sunngncuuiSutgSandn
¥olusunsuniu8nilg Framework OJS (Paulina, 2023 )
firiadnnudseatdiciu Default wnritDndn@wisdyy
edogdiy FEnWitagdageeSutg Seegmsagtuniucd
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(fi9Rz0y, SFougegtmonUurinIN21NNIWLIRISNIT (R
Sutnnardugagdcienlnesvazt bunau Update Plug in
ti197 ¢fi99a1n Framework OJS gUugI0InGody was 28
918 wridigdaoruusntuci Himingnnauduinnazdu.

i g udauaorudsntuslineae
Certificate €2 U §NazdUUINAETIVODILUSN W99
SSL/TLS &JTucEcS (Server) (Adha, & Muhammad, 2023).
zﬁcﬁuﬁaﬂsgﬁuéyuasgﬁu‘té geeny Wicdiucyniwainiy
rnaudoniuaoludentuesiaziu. AEnldizanaou
viSefiee)tilgariu way syndutuivg.

naucdn Port 918 Port fiddacdutucdiojeey (Server)
980 Widaorwg59g9 csgrnuwendnoauduciniutag

Security

guucha noucdnwsy Port §3ﬁﬁ’lcﬁn (Principle of Least
Privilege) (898t3 (Server) fintdndSniugiendinoru=
W 9D USUATAUA (Attack Surface) WikngidnS9s &
Snen.

0g91u293arJuTy Framework OJS €90 Source
Code ficutivmadi Saorudussu waz fioglsoarluniy
write (8 99zisutdicdiuga 2zuounIudonzuSuty
(SDLC) 91012108 UNsUNIUR NIsUAIUUSN Y
(Security Testing) ¢ % "1 Static Application Security
Testing (SAST) & Dynamic Application Security Testing
(DAST) (Arromdoni et al., 2024)

208293 Framework OJS faonan@infiafin3a, (311
TuNwda9I8ng 1 Sutnncdud iy AusSn o
azfufurdnfiui way Jaorwdsntwgs. tdegamcdy
DUR DO LTS mIeUoIN T FoTiuoIRrgEe IR T
(SquratucJuddulgiiniutagsugy way Al (2au1goe
UM Az guagjardu (Tabatadze, 2024).

YnuRoukdo (Sutgorazamludzaivciuiaoy
g59990nwtaudnesucuy (Eu: naudactisazdunug
Uy, mu:‘iné"qw:fauﬁaesjﬁné’nm, 999U KA UN
fuadiioty way smcﬂw{sjm'lj‘inmwhuﬁﬁ;azﬁué"uij
winTUzNISNeIt ISy (SUWIWi 3).

5. U

nu3tagttddnede AngsudwnoiuUsntuiiciu
Sunvaresiocs) Wdwdzdnfuiwaorudsntuna ¢
(3Utg01arg LxSnzenta w3y, Gocidiummduniu
daulagang B WPy war dnnwuanariy, WAy
fumiavesngsunsusy: ndlesSucs wax g99tmd
Aannauiinnzualusensy. gzt EnwicSutg B
001085979 Az FacdudigtdiniuaritedySunou
tuaslu.

fuyg SSL/TLS war wd 18u cFednazduniy
Fonzuanaucgaavdiodly TLS 1.3, Gnfy waz nongsy

il9Bu (Key Certificate taz Security Certificate) U

g90uln91g war D0 Port A<y YnecEnniudagon

w2z JndiuR Port 319 6 Port 10001085999 cay OJnau

B9 uTnatiy, f9ecSe3i0 Secure war HttpOnly flags

S13u cookies.

198 unavdegfued ucdu Tneniudad 3 Web
Application Firewall (WAF) tdscduriacuinauniulaud
wuUindngg ¢5u: SQL Injection, XSS, Jniunongsuy
way Juyy Source Code AN g99tma, Tnugzcurdia
Input Validation €z N1c81Reding Yy, S15992 Yutuy
Inneii tnyﬁjcammug‘hsejéguénmztuﬁn (e NnKsy
NSy, F13ncmR1Inaudnniy cax duSuaoiudsnty
gagcdudnned ((Bu: vgdudou & yng 3 (Sov) way
FNwEndus udauanorudsn tw BN U UENNZUY (Y
U3mauazlu.

6. S3nuus
Sz uadaSnzerzin sufermtuse &

Yuigeoi Sudnaorudginauigniiod wiudésnues

n19Budstneniivwangoutn war Srdidsutmunwifiu

wingoulnwangouslis, Nnazdiniwaudn Wwsunwlngds

Sz Andnorwdud faeSuiingsuariugytingo.
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SuWI 5 gicSUT201ER UemaSnzeata uayd) dutounddenty

Tarse  Tapw . e
D el s )

SUWIH 6 NoNIU Port, Host Ay & Domain Wuduwdutguianoiudsnty (Unsaved)

Scanning www.su-journal.com (27.254.146.20) [1886 ports]
Discovered open port 8@/tcp on 27.254.146.20
Discovered open port 995/tcp on 27.254.146.20
Discovered open port 587/tcp on 27.254.146.20
Discovered open port 993/tcp on 27.254.146.20
Discovered open port 443/tcp on 27.254.146.20
Discovered open port 118/tcp on 27.254.146.20
Discovered open port 21/tcp on 27.254.146.20
Discovered open port 25/tcp on 27.254.146.20
Discovered open port 143/tcp on 27.254.146.20
Discovered open port 53/tcp on 27.254.146.20
Discovered open port 88383/tcp on 27.254.146.20
Discovered copen port 8443/tcp on 27.254.146.20
Discovered open port 465/tcp on 27.254.146.20

Completed SYN Stealth Scan at 13:28, 5.87s elapsed (1€8€ total ports)
Initiating Service scan at 13:28

Scanning 13 services on www.su-Jjournal.com (27.254.146.20)

Completed Service scan at 13:3@, 162.31s elapsed (13 services on 1 host)
Initiating OS detection (try #1) against www.su-journal.com (27.254.146.20)
Retrying OS detection (try #2) against www.su-journal.com (27.254.146.20)

Starting Nmap 7.7 ( https://nmap.org ) at 2025-09-30 10:14 SE Asia Standard Time
Nmap scan report for su-journal.com (27.254.146.20)

Host is up (8.47s latency).

rDNS record for 27.254.146.20: s182nsl.hostinghispeed.com

PORT STATE SERVICE

443/tcp open https

| ssl-enum-ciphers:

TLSv1.2:

ciphers:

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (ecdh_x25519) - A
TLS_DHE_RSA_WITH_AES_128_ GCM_SHA256 (dh 4896) - A
TLS_ECDHE_RSA_WITH_CHACHA2@0_POLY1385_SHA256 (ecdh_x25519) - A
TLS_DHE_RSA_WITH_CHACHA28_POLY1385_SHA256 (dh 4896) - A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (ecdh_x25519) - A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 4896) - A
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (ecdh_x25518) - A
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 48986) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (ecdh_x25519) - A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 4896) - A

compressors:
NULL
cipher preference: server
warnings:
Key—exchange—tecdh—x25519of Tower—strengtihr—thamcertificate—key

least strength: A
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TLS 1.3 gou Key exchange s Security Certificate Jaorudsntuci cay nlnge

011191980 3. Bununoniu Port Hicdne TwtouniJnoiutsIgy

cotu ol gz
Port 80 Boudazmarg (Suusiod way (Sudi3
Port 995 EuUF38tuo INCUASS
Port 587 nmé}"gé’cuaccuudsn‘cw
Port 993 nInnuStuotdidsntuciostdny SSL/TLS
Port 443 nSsudtSutgruudsnty € SSL/TLS
Port 110 NWAISCUOMN (LSS LIIYNETe)
Port 21 nSu-ewazmsansie aax 563 cuudBadin 1{gaoud TLS 1.3
Port 25 NIUFCUOANCLUEES ma (oS3 aoudn
Port 143 nuAnnUStuo JcuocSS aoudn
Port 53 nwdInau dns server noudn
Port 8083 g9z http aoudn
Port 8443 nudsuhnoluUsnty 18aoul TLS 1.3
Port 465 N UORININSIE M1 (53
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